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Abstract
‘1’1]( self colltaill(xl  (mcryl){)ccl

SC(. IIIX: ll](:tllod  of c~)l]lll]l]llictllioll

G1’OU])/J(’(  PI’()])I ilsio]) .TJ:I 1)[)1 il /01:}’
l’madcna,  CA, ISA

t(:lllct,  E’I’N, lntwntc(l  llcr( i s  dcsipy(xl  to lnwi(lc  a
Iwtwc(m  iw70 hos t s  t a lk ing  oYcr 0 Imtalt,ially  ills(xwr

Ilct!w)l’k. ‘1’llis  l)ackag(’  u s e s  tl]c l)iflic Hdll]lall  kcy cxclla]]g(~ al~oritlllll[l  ] to II(:gotiatc  a
sc.llc(lldc of 1 )FJS scssioll  keys, a]l(l uses tllcsc to c]](’ryl)t tjl]e a Itir(: (Iat a stlrcalll  l)(’tlwwn
clicu)tl R])(1 SCX17W. ‘1’his systmll  i s  siml)l(: to illll)l(vll(’llt, rcqllir(:s  I]() ollgoil)g  lll:~illt(’llall(’(:
all(l  is t)ltlllsl)i\.l>(:lltl  {0 th(’ user.

lntrodudion
Ovw 111( I ]mst fcw years, the Imssivc  nctmwrk  smiflcr has Imwl]]c all incrmsillgjy  pqmlar

IIldl](Kl  of attacki]lg  lcgitilllatc  cml]lmtjcr  accmull s [2 ] . It! IIlls I)(xwl)c  clear t]lat’  11101(”
sc)l)llistli(..tlt,(’(l  sollltji(nls aIr l)cccssary  to l)rot(x:tl  iufm matio]l  as it cr(mscs lmllclltially  h(mtlil(’
llctw(nks. 011(: sollltlion  is tjllc Ilsc of  ollc:-tiltlc  lmsslvmd  SC1](]]](S, lili(  S/l< C~[3]. A1lotl~~l
sollltioll  is th(: i nc reas ing  usc  o f  cucryl)tioll  ill lH( )t(xols like l{(vlmws[4].  Yet allotl]cr
sollltlicnl  is to 11s(: a s(’c.lnc nlct,llod  of lmssillg  {11(’ l):issw)rcl  1 )(’tt~(ml  t 11(.’ climlt  and server

and tllcll  I’lul  a r(:gular  t)chd sess ion  f rom tlIrJl  01 t 1, as is ( (MIC ill  Sli A tclllct[5]. A  onc
t)i]llc  Imssm7(nd  SC1](:]I1(:  s(dvcs  the lnwl)l(:lll  of (:?]lcs(l]c)])])(:ls  lx’il~y;  al )1( to l]]~lsqucra(lc  as a
lcgitil])ilt(>  11s0 allcl  log ol] to a systarl, but tllcl’c ar(’ Several ])1’OI)lCIIIS  tll[!y  [10 Il[)t ?1(1(11’oss.
F o r  OJ1(: thing,  an c~:i\T(~sclIc)l)l)cI  can still  gaiu WIIIW1)lC inforll]ati(n)  almut tllr comdi(m.
‘1’hc uscrnanlc:  is still  vis ible . ~’11(:  )latur(:s of  otll(v co]lll(:c.ti(nls  arc s t i l l  a]qmr(:lltl. ‘1’lIcI
cmltmlts  of tllc user’s s(:ssioll a]’c not l)lwt(xt(xl.  l<cy (Iistril)lltliol) 1 )asc(l mclyl)tioll  scvwiccs,
l i k e  t h a t  o f  Kcrl)rros, also do  a fillc jol) o f  prot(:ctli]lg  11s(:]s’  s(wsi(nls. ‘J’l]cy  llavc  tll(’ir
ddi ci(nlcics  as wdl, llowcvcr. ‘1’here is  mmhca(l  to Illailltaillillp,  the scrviccs. ‘1’hcw is a
llcnvy  rcliall(.c  011 tllc Iwl)llstlllcws  and illtcg;rity  of tllc  liC~ XIV(’)’. IIlt(w rcallll cc)]llllllllliczl{ic)ll
still  rc(lllircs s(nll(: extra work. S R A  t(:ll]d  ~o]lis I\cll, l)l~t lqllircs  S(XXIIC RPC,  do(:s)l’t
])lwtc(.t  l)tlsswol’(ls lwqllir(xl  by col]]]llal]ds  like su ( j ) , d(x,sll’t I )Iotl(’ct  yell  if you  collllcct
ova lllultlildc  1101)s (lik if you  Ilsc a gatmwy ) and Iws I)iflic  11 (’lllllan keys that  l]lay  uotl
1)(: sldficimlt,ly  SCCIWC. ‘1’hcsc scllmncs  solve t II(: ])rol )lmm  tllcy ;I(I(lIYISS,  Inltl  1 lwlim’c tll(:rc
is H ]Iicllr  (qml for anotl](:r  sollltjio]l.

Goals
‘1)11(’ goals of E’I’IX al’{’ as follows:

1. k: (my to lnlil(l  and i]lstall.
2. Afkr illst:~lltltic)ll, rcqllirc mm ]Ilail)tcl]:ill((:  tinlc.
3. IIavc  tlllc olmatioll  be conll)l(:tlcly  tl?lllsl)?llc:llt  to tllc llsc].
4. lt(:quirc  lllinilllal  startlul)  tjilnc  all(l lm(n7i(l( accq)tal)lc  tllrouglllmt,  cwm

011 slow llal’dm7a,rc.
5. l’rovi(lc  CO1lll)lCIC  lmotcct,io]l  agtii)u+t cav(x(lqqwrs  att(ll]l)ting  to

discova  uscm]alnc /])assvvold  ]mirs  (), a*ly other (laia col,,*,lll*~ic:it(:cl
over the ll(’t)w(wk duri]]g  t]]c con]lccti(nl.



Protocol

H(m’s 11(W it Wn’ks. !I’lIc client, is givcll  tjllc ]l;)lnc of ’tl]c  ]~lil(:l)il](  k) which tlllc  mm
\\risll(.s  ~,() ~ollll(:~t,. ‘Tllccli(mt lqucsts  :Il)zllliclll?l)s(>ssioll  lwy II(go{iation  ?Ilgolitlllllfrolll

tlllc  SCIT7(T,  w711icll  ]l}ay CO]]C.I  HOI. dcllla]](l  {llc  a(lopti(n]  of  a (iiil’m(mt  algoriilll~).  Cwmltly,

512 I)it IJif!ic  Hcll)]lan  with a climlt  trwlsmittcd  ]xinle aII(l grIIvrator,  calle(l  D H A 0 5 1 2  in
lllc I’I’1’N l)lotocol,  is tll(:ollly  mlcillcludwl,  I)ut  ii w(mldbr stltlip;lltfol~~’tlr(lt[)  :l(l(lot,l~crs.
111 DHA0512, tllc c l i e n t  starts  lqT s(m(ii]lg t h e  l)iflic Hcll]]]a]] ])ri])l(:  all(l g(vl(wlt,or  to tll(:
sc]v(:r.  ‘J’ll(vl tllc clicllt  w](I sc]\Tcr  cacl] ra]ld(nl]ly  g(]l(~ratr  l)lll)lic a]ld  l)ri~wt,c  k e y s .  A f t e r
tjll(y mcllallgcl)lll)lic  WIIICS, cacll  cxn]l])utcs  t,hr agI(d kcj’ l)asecl  OII tllc illformatio]l  tllcy
know: ifll(~ir  l)riwltc  17al11c, the other ]Ilclnl.m’s  lmldic  value, il]r scssioll  l)rilllc  al](l tll(’
s(xsiol]  gyl)(v’:ltol. ‘J’llc  aglc(xl  kcy  is tl~ll~sf(~lll)(:(l  into a s(.l]c(ll]l(:  of 1)1’1S scssiml  keys  to
(mcryl)tl a]l(l (l(xryl)t,  tlllc (~llt)ir(:  scssiol~  (Figlllc  1 ) .

Note that at, I1O till~c  is ally  additional  illlmt mjllirc(l  of ill( I!S(Y oth(v tllall  wl~at would
lx rc(lllirc(l  for  ;i rqydar tclncl  scssiol). Ad(litimlally,  there :(IC Ilo cxtrtl ~c{lllil(>lIlc~ltso~l
tllc Syst(!lll  Sllcll as  al l  iqq)cal  to a tl’llst!c(l  1<(!J’ SCII’(’I or actlioll  ()]] tllc l)altj o f  solnc tllir(l
]mty.  I’illally,  the l)c:lfc)llll~lll(:(:  is good. Ev(:I1 S1OIVC1’ li~[)ll{st,;ltiolls  call l)lovi(lc  cxccllmlt

tjllroughlnlt.  M’lli]c  tll~(:l)lll.)lickcy  cmcryl)tioll  nl~orilhl]ls  s low d(nwl tllc initial  comlcct)ioll,
no l)ig luilll(w  nwd to lw g(nl(vatjcd  ill  r(w] tilllc , w](1 tlllc k(,y (mcl]al]gc is (nlly d(mw  o]]c. c.

llcquircmc!nlfs

‘1’1](  cli(u)t al)(l scrwr arc Imsc(l (n] the K(rb(ros r e a d y  4 . 3  1)S1)  Nct2 telnet  and
telnetd s(Nlrcc (wk. Siks wishil]g  t o  lmild E’J’N a l s o  I)(w1 tl)(, liSAli~;I’  2 . 0  lilmitry,
wllicll  col~t:lills t,ll(> l)iflic Ii(:ll]na)l  c o d e ,  al]d  the c’ygnns  I<(HIWIOS v.4 libdes.  a Iilmry,
wllicll  (.ol)tlail]s  tl~(:  I>FJS co(lc.  IIlstrllctiolls  011 ]]om’ to obtain  illcsc lilnarics  arc av:lilal)lr
ill  tllc F,’J’N SOIIIC(’  ])~~dii]~~. Altl)ougl]  11OI l)ui]t  yet, it is lilwly that,  tllc IW’’l’l’ (Ellcqq)tcd
F’J’I’)  climlt  will l)c l)llilt  fro]]] Bcrkclcy smlrcc a]](l t,h(’ scm’(v \!’ill 1)(: adal)t(xl flmlll tfllc
1)11{(1 ftpdco(k’o

Vulncrabi]ilies

J’J’J’N (loc snot sol\ ’(:( :~~(:ly~)  lc)l)lcl~l,llo  lisit  d(signcd  to.  IJl]lik(:l<(ll~c~os,  I’YJ’N (1OCS
not  gunrmtcc  tllot  tjllcr[:lllotlcllost”  you  arctlnll{il)g  toistllc  o)lcyou  illtcn(lml.  If somc(mcis
al)lc  t$() Inas(lll(:r[]cl(’  as yolll  dcstillatliml  110s1 , tlllc.y  lllay  1>(’ al)l(:  to collvillc(’ vml to d i sc lose
t h e  (lilts yml arc tryil]~  to  lm)tcct. Also,  if  tllc illtrudcr is al)l(’ to int(wq)t  your data
line I)cforc  tlll(:  l)?lckcts rc:dl  tlllcir illtlcnded  dcstil):itioll, Illcy  IIlay l)lwcc(xl Ivit]l a  “lllall-
ill-tllc-ll )i(l(llc” at tack,  wl]crc tllcy accept,  a conllc(’(ioll  froxll yell  as ymw (l(xtillatlim  a)l(l
cstjal)lisll  :i collll(x:tjioll  wit,ll ymll trll(:  (lcstillilt,ioll. ‘1 his illt H]dcr  ca]I l)cgotialc tllc lmiocOl
witl]l  y(~ll, r(’c(:iw  y(nlr  dccryl)t(d illfc)llll~lt,ioll, troll  aromld all(l l)ass  tjllaf  illfollllat,ion  m]
to tllc illt(:l)(l(xl (l(:still:ltlioll  wl(l rctlllll tllc (I(wtin:ltion’s  (Iata l)ack  to yell  (Figmx!  2), If
illlc  ll(’tl$~oll~l;lt)(’llcy  islm(l (Il]mlgllan(l  tllcilltrudcl  has a fast, (]lou#] lllacllill(:,you  Illigllt$
not  I)(? al)lc  tlol)oticc  that this is Ilal)pmillg;atl  al] .
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of cmmc E’l’NT dcms Ilot]]illg  to attcml)t to l]idc  traffic alla]ysis informatiml  l)y all.
(!: IV(:S(lI’()]  )])[:1’, wll(.~c  ]<]]()~vl(ylg(:  t]lat, :] ~ol]ll~~t,io]]” ]las I)ccll ]1]{1(1(’,  t,llc  1 1 ) $  of t,ll(:  tWO

IIlilcllillwi ill co]lllllllllictlt)ic)ll  or tllc tilllc and durati(nl  of tllc c(nlllm.tion  is tlllc illfornlatiml
that is Sougl]i). NTO] d(ws  it’ l)rovidc  my real (Icfcllsc against  al Iy(nlc with l)m))issioll  to
w:](1 tllc 1{}’I’N lwcr’s  sllarc o f  m a c h i n e  mcm(ny w7hr1K’ tl)cy  COIII(l  wc tllc l)l:lilltmt  lwfore
it lKWMIICS  cllcryl)kd  or afkr it is dccryl)tlml.

~’lle lHW1)ICH]  ETN was clcsigncxl  h SOIW is the l)Io1)lwI  of] )rcvcl]ting  IHISSWWC1 network
IIlollit(uillg  frmll g:ltlllc.rillg  illformatlio]l  about,  alxnlt”  the contents  of a r~nllotc  il)tjcractivc
scssi(nl.  ‘J’llis  it dms w:]]. Jf tl~cl~arc  str(nlgcr  ~cclllirclll(:llts, tllml solllc  otll(:r  I)rotocol  i s

Il(xxwllry.

1)1{;S a]]d  5 1 2  bit,  I>ifiic:  IIcIIH]zIIJ  arc c(nlsidc]  ml to lx str(nl~ l)ut l]ot, lllll)rmlml)lc
(.r~~l)tlo~l:ll)llic  alg(mitlllllls. For mm]nl)lc,  in 1993 it was estillla  ted ill?lt onc c(mld  I)uild  a
macllillc  that  coldd  cxl]aust)ivcly  smrch thmugll  tlllc  cntilc 1 )1’;S kcy  slxicc  ill  21 ]lli]llltm
fm }Il)c)llt $10 ]llillion  using  sl)ccia]ly  l)lliltl  l]ardwa]([6]. I]) softlviirc , at 1 )cst,,  it ~joldd  ttlkc

llu]]hds  of high lmvmwl workstations lnontl]s  of d(dicntcd  crtlcl{illg  to cxllalwtively  brink
I) Es.

It is l~cliwml  that the tilllc rquilccl  to fact(m t llc dismctc logaritllllls  gcllcrtltcd  fronl
l)rilllcs of givm lmlgth,  as ill  IIiffic  HcllmaI], is  cm tllmral)lc  to t IIc tilllc  it tjalm to factor
illtqym Imsul  o]] lwilllc:s  of the same lcngtl]  as ill  I{ SA[7]. liwvltly,  it took a]] cstillltltcd
6(MN MI1)S  y e w s  to factor tllc lnwduct of two 429  hit, R S A  lninlcs[8].  IIrcakillg  512 I)it
l)iflic IIcllll]all wcnlld IIlally  (mlem of lllagllitudc  l])cnc  difliclllt.

IIawxl  01] these munlxw, 1 tllillli  it is safe toda~ that,  col)lII)(u]  collllmtm  crilllil]als will
IIot lK al)lc  to lau]lch a]] cf~cctive  l)rlltle form’  :Ittack ag:]illst  (Yitllcr  o f  tllc cryl)tographic
algori{llms  mll)loycd  1 )y FJ’I’N for at, lcasi, tl)c  nmt scvmil  yea rs . Howmw, (qyiuizaticnls
wit,]l rcso IIIrm c.ollllmlal)lc  to tllatj of a large cm])or:li, ion 0]’ slllall  govcllll]]cllt  very l)ossil.)ly

.0 ~ ~ f’ 1 l)]utc  force c]j’])tc)gr~]l)lli(”  att~ldi  (M] a ]w(H[lc(l  E’I’N session,  soColll(l lllollllt :1 Sll(( (.ss 11



,,

011(: sl]old(l  1](){1  trallsll)itl  illf(mllation  using  t h i s  IJrotocol  tll;lt M’(ml(l  lw worth  tll(:  cost o f
Zlttcllll)tillg  sll(.h till a t tack.

Not (mll)lillg  social (:llgill(millg  lnct,]lo(ls  m lla~illg  s1]l)(I-IIs(:I l)rivil(~c  011 c:itllm tl](
cli(vltl  or s(mm lllacllillc:,  it i s  tllc alltllor’s  (q)illioll that  tllc IIlost  Wm-tivc  cc)llll)llt:ltic)ll~]l
]]]ctl]()(l to 1)]’(~tlk  1{~~’N i s  to :lttil~li tllc key  ~(:ll(u’ati(nl  l)roc(’ss. 1’11 try to ml)laill  why, l)y

fo l lowing  tfll(? IMwcc:ss  of atltf:l(:kil]g  tllc kqs Imcl(walcls  fro] u all (v+tal)lisll(xl  smsi(n).
Giv(:ll a rmn(ling  of a mllll)lc’t(: session fmlll tll( nc:twork,  (nw c;ln KCOV(X {l]c ~)laiutmt

of tll(’ smsioll l)y lilloM7illg  (or (1( ’krl]]ining)  a scssi(n] kcy tlhai  i s  usr(l.  l)is(m’eril]g  tllnt
i s  collll)lltj~ltjic)lltlll~”  mqmlsiv(’ at, lmtl, qmcially  sil]cr  scm)(:  of  tllc IIlost  l)r(nllisillg  kll(nvll
a t t a c k s  agail]st  1)1’1S su(:]l  as l)iffmmtlial  C;lyl)t?lllalysis[9]  or IJill(’:u  {;]yl)tall;  ]lysis[lo],  am
Illllil((’ly  to 1)(: f(msil)](:  giv(m tjllc ICngtll an(l  wlt urc of 1 k: cyl)l](+m t tjllai WOUI(l lW available.
o f  (xnmw,  (MI(: cmd(l  ro s i ly  (l(krlnin(~  t$llc:  smsi(m  k(y fr(nl] tll( (l<lta  str(mnl  al](l a cq)y o f
tl~( S(NIMX (xxI(:, if OH(J k n o w s  OIIC of tl](: l)iflic Hrlhna]l lnival(  k(ys  IISC(l ill the agrcxxl
key  11(’gotiatiol)  lHXKXXS. Again, w i t h o u t ,  this kn(mTl(Idg(:,  it v+YNd(l  IN cc)llll~~~t:ltic)llally
illtic]lsiv(:  at lxstl, to crack th(: dab stlr(mlll,  r(xluirin~,  the calclllati(nl of a vmy largy discmt(:
logaritjlll)l.  }l(Nv(wcI,  if (M1(:  call  rq)ro(lll(x  tllc I)]oc(ss  l)y wllic]l tl](w k(:ys were gmlmated,
(M](T  (loesll’t  IICXX1 to do  all this IIlat,h, Again,  tllc algoritlllll  I)Y ~vl]icll  tllc l)lll)li(:  a]]cl ljrivat,c
lwys  am gml(m~t(xl is WC1l 1{ I1ow11, 011(> call Illakc good  gllcsscs as to tllc (Ylsc of Sllcccss b y
(’olllp:ll’ill~  tll[: ])llldi(’  V21][l(:  jWll ~(:11(1’:~t(’  to tlk(’ 0 1  1(! S(’llt ()\T(’~ tl]r ])ctwork ill tll(:  c l e a r ,
rat]l(n  tlla Il I)y tryil)g  to d(myl)t,  t h e  scxsi(nl stmlln  al](] S(K, i f’  tll(’  rmldtjs  arc smlsic.al.
‘1’llcs(:  k(:ys ar( g(vlcrtltml  by ii (Ict(:llllillistic  ~)rocess frml a (lat a strllctmc  act illg as a SC(:C1
c(msistillg  of 16 h]](imn)) Cllal”actcls  wi th ,  ])1’CSlllllil})l~,  8 I)its of I’;lll(l(m]ll(%s  ill  (’~cll.  11~
lmltlc  form, th i s  i s  (wrll  lmr(lm to dctmnillc  t]l(n] t he  DES scssi(nl  kys, l.mt tll(’y  h a v e
to 1)(J fillml s(n]lcIImv. Tllq  ar(~ fillcxl  using  tllc standard  IJNIXI- lrand48  (3) lilmlry  ro l l ,
whi(:ll l)]odll(xw  lan(loln  (n]ougll  v a l u e s  ovm ?1 sCqll(.’ll(.Y: of 1 G calls,  l)llt!  rml(:llll)cr  that,
this lolltillc  is smxl(xl  l)y a single llmlllm  of iy])c: lc]ng,  wllicll  1]<]s  only  al)cnltl  4 .29  l)illioll
lmssil)l(~  valllm.

lJ])fo]tl]]l~]t(l~~,  tll~]t’s  not, tllc (H]c1 o f  tl]( Iwold(m]. A  lll(il)o(l  is ]](:((1(:(1  to gmmatc
tl]is initial s(d SIIC.11 t h a t  it c;l])llot l)c gucsw(l l)y WI OIMXVVCI . ‘J)llis  is a ll]olx diff icult
task. ‘J’() IIl?ik(  tlllis  as s(x”.mc a s  lmssil)lc:,  tll(m’ Iuus{l  k swnc lm’tty  scwmc c(nlst rail]ts OH
tlll(’ ~)roc(xs  l)y m711ich  this lIlllnl)cr  is gc)lclat((l.

1. ‘1’hc (listril)lltion of’ tlhc numl)crs ougI;lIi 10 sl)aIl  tll(:  total r: IIIg(: o f
4.2!) l)illiml  lmssil)l(:  W]lIICS.

9U. The (Iistlrilmtiml  of lmllllms  oug])t  to lw f;lir]y  mm]  t IIroup;llout  t,hc rallgc
of lxwsil)le  v{~lll(:s.

3. ‘1’11(: lllmllmr l)mduccxl  sll(mld  not 1)( gllms;]l.)lc  l)y s(NI]cOI]( olx+mvillg tl]c
session in ~)logwss,

4. 1101’ Should t,llc’  S])acc  of Va]llcs bc lllcaslml )ly Icdll(”(’(1  l.)y t!llc  1)1’OCCSS
of 01 mmvlti(nl.

5. ‘1’l](t  m(?tll(xl sl]ou]d  l)c l)ortal~lc  to otll(x cq)(:ratil)g  syst(vlls  a]ld  l)c qllally
S(:(”lll’[!  011 tllml.

6. ‘J’11(:  m(’tl]()(l  slloll]d  llc)tl  rcx~llir(: mljla softmtllo  or l)li~’il(gml illstrllctiolls.



. .

7. TII(:  nl(tllo(l  should  lW f a s t  a]]d  rc(luirc  110 (:xtra  effort  (N] 111( lmrt of
tll(’ 11s(!1’.

‘lllis  is ;] tall (n(l(u. W(J could a(lq)t  the IIl(illo(l  ~wxl by  1’C;I’[11 ] al](l r(’qllir(:
to ty])(’ ill s(nllc:  alll(nllltl of tc’xt,  :111(1 11S(: t,ll(’ tilllc g’al)s  1  JCtWC(-’]l  I{(’Y StJ’ok(’S as
of IaIJ(lOIIl  illfc)llll:ltic)ll. This  wolllcl  satisfy all I)ut, tl](: last critl(violl) a]l(l so it is

tl]c  11s(’1’
il Solll’ (’(!
l’(:j(’ct!cd.

W(’ (xNI1(l I(X]IICSII a  lot o f  c]ll:]si-rt~]]clo]ll  illf(mlllati(n)  frolll  tll( syst(lll  (c1:II)sc(l  ul)tilllc,
IIlulll)cl’  of flu: I)ytj(x 011 t’h(’ “ / ”  disli,  a I1:Is1l of /etc/motd,  i 11( IIUIIIlm of film  ill /_tmp,

tlI(: ]]Iu]]lM:r of fr(’(: illocl(x 011 tll(’ lmtition  with tlh( user’s  11oI11(J dir(ctory,  de.) all(l hash
i t  I.)y s(n]](: algoritlllll  t)() l)ro(luc(’  a lnqxu’ sec:(l,  but it i s  lullil{(’1~’  to lw lxntjald(:,  ll)ay  lw
tiul(> collslullillg  al](l ll]llcll of tllc i]lf(nmlati(nl  ]]lay l~c ol)tailml)l(  l)y anot,llcr  lwcr 011 011(:
of tl]c ]]];lclli]lw  i]l~wlvcd ill  the c.on]lcctim.

Itl was  decidd  that, tfilllc  v a l u e s  rctmwcd frolll the systm]  clock  (oyxxially  the ]lli-
clYwcc(HI(l tli]l]cs)  at scvcIal lwillts ill t)ll(: (:0(1(’ WCNII(l  I)c 11s(:(1  :ll(nlg wit)ll  tllc l)]OCCJSS’  P I I ) .
‘1’h(w wollld 1)(: c(nlll)ill(xl ill tll(: followil)g  algoritl]l  I] (writt(nl  i] I C CO(lC):

seed = ((long) pow(seed[2],  pid)  + 1000 OO*seed [O] + seed[3] - seed[l]) i! NAXLONG;

wl]cr(’ s e e d  [ O ] ,  s e e d  [ l ]  a]l(l s e e d  [ 2 ]  ar(’ ]llicros(xwn(l  l(w(dl~tion rcturl~  valll(x  al](l
seed [3] is a s(!con({ r(:soll~tioll rcturll  va]uc  froul gettimeof  day (3). MAX LCING is t]lc  llIax-
illlal  vall~(:  of a long :uIc1 pid is the rc:tlwll value fr(nn  getpid  (3).

‘1’l]is  cxln(:ssi(nl  SINIHS th(: dcsir(xl  rangy: of lcjng, i s  r(’asol]al)ly  well distlil)llt(xl,  i s
l)(ntal)lc :111(1  rcxlllir(~s  Ilo illt(’rl’(ultioll  on t,llc: ~)art, of t,llc IIS(I. ‘J’]i(J pid 1111(1 seed [3] val{lcs
(“all  lx: kIIown  /]]](1 KIICSSC!(l  at, l(:sl)c:c.t,i~’c:ly,  l.)y a l{]lo~~~l(’clge[ll)l(  01 Merv(’r, lnlt tlllat d(ws not
l)lwvi(l(’  (v]ollgll illfcw]ll;ltioll  to 1)(’ ;I1)I(’  to 11111’low tll(’ Scol)( o f  tll(’  s(xll’cll  l)y a si~llific}lllt
:1111 [)1111(.

Ullfc)]tlllltlt(:ly, tl]c  thr(x:  ctllls to gettimeofday  (3) all OC(VII  ill a rclat,ivcly  s]II:lI1  s(c-
ti(nl  of (o()(Ic, to ke(:l) it I]]ocIIII;lI. IJOl)(:fldly,  011( will IIot lK al)l(:  to collc:lat(’  tllc Illicl(xwc(nl(l
valll(w w(:ll Cllollgll to I)c al)lc  to sigllific.alltly  r(’du((:  t he  s(xurity  o f  t h i s  seed  gellc:ltltioll
])1’[)CCSS. ‘1’110(:  IIlay I)(’ Icasoll  to be col](w]l]cd  011 fastlcr  lllti(”llill(s, a s  a  significant  fl/lc-
tion of a s(Ic(M1(I  ]])zly not hav(: elal)s(xl  lwtwr(vl CWCII sllcccssivc  call to get t imeof day (3) .
Ckrtlaildy,  a tllor(nlgh  s(’clwity  analysis of this alg(mit  lIIU on S(W(V al difl(:r(!llt  hardware  l)lat-
folllls  woll](l  I)c v(vy  Ils(:fld. Foltullatcly,  if it l) I(n7cs to l)c illswl]]r, tlhc IJl(’t]l[)(l d(scrilxxl
nlm’(’  call  1)(: ]q)la(xxl  witl]  a I)c:ttcn’ on(: witl]outl  afl”(:ctling  t 11(’  ~)lotlocol  at, a l l ,

Still, it alqwars to )nc  that  attacking the kq g(ncrati(nl  ln(xws  is curr(wtly tll(’ most
frllitftd  lillc  of att:lc.k  against  E’l’NT at, tlllis  t,illlc.

l’crformance
‘J’llc illitifi~liztitic)ll  is r(wsoIIal.)ly  fas t . 1 clock t 1 I(: time flolll carriage lcturll to logill

1)1’OIJll)t ()]]  aII ol(lcr> llcavily l(NK1(x1 SUII S I ’ A  1/(; Station  to 1)(’ almllt, 20  to 25 s(c,OI](lS,
c(n]llmrc(l  to alwutl  5 swwnds  for all ullcncryptlcxl  t)clllet  scssicnl. ‘J’1]( I’(:?IS[)II t]]at the start,
III) ti]]]c is so s]l]a]l is that  tllc till)c  collslullin~  I)artf of l~ul)li(h  k(:y (Jll(.lyj)tlion,  the gcllclat)io)l
of l)rilll(~s,  [I(ws not, llavc to I)(’ (1OI1C in r e a l  iilne.  ‘J II]c Diflic  lI(~ll]I~a]l  algolitlllll  is secure
Cv(ql  with tll(:  j)rilllc  ;1]1(1  g(:ll(n’ator lillOIV1l  to t,ll(’ WO1’1(1. ‘1’11(:1’Cf( )1’(:, {11(’Y  ZIIT S(’llt OV(!l’ t 11(’
llctw(n”k  l)y t h e  c]i(vlt ill tll(’ cl(wr,  ratllcu  t,llall collll~llt(d  a]lcw  CX(C1] tillle.  TIIc  v[illlcs 11s(’(1
a]c t,ll(:  512 bit l)iflic HCll II IaIl lmilll(’  and gcll(:rat(m  foun(l  in tll(~ dhdemo sourc(:  CO(l C froln
tll(: I{ SAI{E1{’ l)~l~li~ig~  i t se l f .  I f  ()]]c wallt,ccl  to co]lll)l]t(~  I)iffir ll(JllIJ]a]]  keys  (:ac]] t,illlc  o]



.

to tllc c.ollllcctricm  tlilllc tlllc sa)n(~ lnacllino  f(n  512  l)il kqw,
q’11(’  tllr(n~gl)])llt  is wry go(xl.  011 III(: saIIlc Illa(hill(:, cat-ing  a large file (640 l<l~ytw+)

took” 81 s(w)ll(ls  (wcr  all l’;!l’NT li]lli  to i t s e l f ’ ,  a s  ol)])(xwd  to 45 s(wnl(ls ill ;I1l O])clI  Xt(’rlll
will(lo}~~c ] l)(:li(:~,(.  t,ll(:  t,lllollgll])l~t  Wi]l ])(: 11101’(:  t,]l>l,ll  ?Icc,cl)t, <ll)l(: f’ol” llloStl llSC1’S.

Stmldards
‘J’lJ(\ st,Il]Ida](l  avail  al)lc  to tllc Illt,clll(:t,  c(nllI]llu]i tly rcgi]r(lill~, t(lll(:t i~lltll(:llti(::ltioll  ZIII(I

rllcry])t)iml  is RF’C 1416. l’hclc  arc RFTs (m tl]c  slxxific :~lltl)(:ll{ic~ltioll  Illc(:llallislns  of
KcrlKwH an(l  SI’~. ‘T1lcI(:  is also a diaft  I{l”C o]] Silllldc-Strollg  Alltllcl~tic~ltioll  (SSA) for
t(’111(’t,,  llsillg  ~.51 1 as :1 l)asis. Ncnlc of thcs(’  VWIC j)articularly  nl)l)lical)lc  to t,llc  lHwI)I(:I]]s
FH’AT  was (l(~sigllcd  to solve, althollg]l  SSA CO1ll CS C] OS(:.

ETN (10(:s Jlo(  collfor)ll k) tllc I{IW  1 4 1 6  sl)(cificatioll. 11(1( alc tll(:  lrtisolls  wily  t h i s

(I(x.isioll  was nla(l(’: one of tll( prill~ary  11s(s to w h i c h  1 qwcl I’;’I’N to lW lmtr is not a s
a rq)lac(ull(:llt  for tl(:lnct))  l)utl a s  a  slll)l)l(:lll(:llt);~ry  scrvicc to l)C 11s(![1  o n l y  WIIC1l t’clll(!t’  or

rlogill alc not sccllr(:  (:llollgl]. 1{’01 exaI]ll)lc,  I)rallc]l  ofliccs  of a (.()]lll)ally  collllcctcx{  l)y tll(:
IIltcrll(’tl  IIliglltl  usc rlogill within  tllcir local  11(’tWOl’liS and I’J’1’N to (xnlll(x:tl  to Illacllill(x
at otl](v  (dlic.cs.  Ma]]y  s i t e s  ]]lay w i s h  to [10 rout,cl flltcrillg  l):)s(~(l  011 tll(~ sccllrity  of tllc
scrvicc,  :Illowillg  I{YJ’N tlmougll  a fircwall or gatcwa) whi le  (lis~lll(nvilig  tchlet.  Tllcwf(nc,  1
do  IIot, (vqwct e t n d  to rqdac(!  telnetd  (m aI]y nlacllinc. ~ ‘}](: 1 il”Cs  lw(n’idc  for falll)~cli  to
llc)ll-(:llcl~~l)tccl  1]]0(1(’s  whe]l  OI]C s ide  i s  not al)lc  or willinp;  to do :Illtllclltlic;ltic)ll.  I (10 Ilot
want tjl]is  to (AXX l]alqxvl. Us(:rs  o f  ETN SIIOU1(l  J<JIOW tllal 111)1(ss  th(:y slwcifically tlwn
it off’ ([~1)(1  IJ]aylw  this ol)tlioll  should not  cw(vl IN l)rcscllt(xl,)  tll(ir scssio]l  is sccur(’.  If it
cal)l lo{ l)C llla(l(’  S(x’llr(:,  it will llot$ l)C 111:1(1(:  ilt all. l{>lll’tllc:l’ll  lc)l’(:,  if 011(”  W])lac(’s  t clll(:tj  wit 11
FYI’NT, th(w c(nncs  tllc qllcstlioll of n o w  011(: woul(l  1) Lan(lat(’ a]] (]]cqq)t(xl  conllccti(m fnml
s(nn(:  hosts  wllilc  [Illowillg  Iln(lllcryl)tccl  tclll(’t  s(~ssiolls  fro]]]  ot 1)(1s. W i t h  E’1’N [(IIC1 tc:lllct

olx:rat)illg  011 (Iiffixwt  lxnt  llu]]ll  )crs (an(]  l)rOvi(ling  ]mrall(’1  s(m’ice) tjl)is  is easy to (10 witjll
(:itlh(:r  rcnlt)(:r  filkring  01 a package lilw Wicljsc  Vcn(llla’s ‘IT]’ \l’IaIqm[l  2]. Thcrcf(me, it
i s  IIIy lwlicf t,llat  FJ!I’N sholdd  1.)c co]lsid(xcd  to 1)( a llctw(nl; s(:lvicc  that,  f[u]ctio~~,s  l i k e
I(dljct  ]nlt is not tclll(:t, an(l  tll(vwf(n(  the  R I“CS 01] t(:lll(:t  aw IJot alq)lical)lc.

‘1’llcr(:  lllay co]]]c a (lay  wl]c]]  it II() l(nlg(v  n]dws  SCUIS(’ for  tll(!l’c to 1)[: a lloll-liFc 1416
coml)liaut cc)lllll)ll)liciltiolls  lllwllanism like this. W] Icn that (I<ty (WJ]CS, E’I’N  should citller
bc IIlo(lifi((l  to I)lHy a nc:w ro le  or almndoncd ill favor  of allotll(r  syst(nll.  Altclnativcly,  it
lllay  lK lxwt  thtlt  t,ll(:  fu tu re  of the Il~tcrn(>t st,a])ckll(ls lK Inw:i(l(]l(xl to illcludc  FYJ’N as it
stwl(ls )low. ‘1’his (Iccisio]) is for otlll(m  to ]lltlkc.

11) lny  (listril)llti(nl  lmklg(, I KXO1llI1lCII(] tll(’  ‘(siand?wd>>  11S(’ of l](:twork  ]K)rt loo5/t Cp
for FTI’N. I also sl~gg(:st  the lmrt 1006/tcp  1.x r(w(rv(d for l<)l’’’P’P WI]CI]  it I)(xoOHICS  availal)le.
‘3’11(:s(!  l)(mts ll:]vc I lot y(:t lxx:n assigned IANTA, tllc Intcrn(t  A ssigll(xl NTU]I]IXXS Authori ty,
and collscqll(v]tly  l)col)lc  w]]o il)st)all  tjllis  l)aclwf;c shou ld  l)c lvillil~~  to clla]l~(:  tll(:lll if it is
dcci(l(xl  that tll{:sc lxmt  numlmx  sl]ould  lW changc(l.

Sccuritly  IUnhanccmcnts
Tllcrc ;Ir(:  ;I 11111111 )C’r of Cllangcs  tillatf coldd h 11 lade t] lilt’ IIltly 11 Iakc F,rm 111[)1(:  Scclll’c.

(hc is, easily cl)(mgl], (xl)alldillg tlllc protocol to usc 1024  1 )it Diffic H(:ll)llall  for kry
(xcllallge, and using tfri])l(: D}’X or ~)crllal)s  II JFJA for tllc scssim cnqq)tjion. Another
])c)ssil)ility,  [Iltlllmlgll  it i s “s(’c.lllitlj~-tllrc)llgl  1- ol)scul ity ’) i s  to cl I{ IIIg(: tllr dcfallltl flu)ctji(nl



F. .
11s(’(1 to S(!c(l i!llc 1’:111(10111 11111111)(!1  gcllmltor at cml])ilc tjillle. If it is IIOtl l)ossil)lc to discover

tl)is frolll tllc~ l)ilmrics ( o r  t,hcy am i*)stallcd unrca(lalde)  tl,cl, (n)c C:lllllot  c’frcct’ tllc W1’t

o f  atlta(:k (l(wrilxxl  ill tjll(~  Vul]lcral)ilitim  s(wti(m o f  t h i s  l)al)(’r. A c]lang(:  of this swt

d(xxn  ‘t ail’(:ct  tlhc> illtjclc)l)(:rf]l.)ility  o f  ETAT at, a l l . A l s o ,  011(”  cmdd  have the clia]t aIId
s(:rv(q C:ICII 1)(I I)llilt  wit,ll t h e  sa]llc  stja{lic  J)iffic II(:lllllal] IIlil)lc  and g(xlelatcn  all(l not
lKIV(:  ii colllllllllliciitccl  over  tllc nctwork. It could  lM l~a)xl cod(’d illt,o the: l)inaries,  or rca(l
fl(nll  a l)rot(x-t(xl  systnn  fi le . N o t e  tl]at l]]ilkillp;  tl)is  clla]]g(  mT(Nd(l ]c]](l(r t,llc l)]()~ral]]s
illcc)llll)?ltil)l(:  witlll v e r s i o n s  Ihat cli(l not kl]ow al)out  this? 1  n~t ii WOIII(I also  SIWC(l tll(
st:lrt,ll))  t,illle  of IYI’N I)y SCVCI:ll  s(xwn(ls. T4Tllile  II;(lillg tllc l)lilll(  al]d  g(vlcrato~  c:])] I>lly

yell  solll~:  a(l(litlic)ll:d  sccuritjy,  ouc should  ]101 lw tcm COI]CCIH(X1  if t I](Y al(: discov(mxl.  T h i s
is II() w(nw t,hall th(: (l(~fa.u]t  Ix:llavior  of RTN.

Availability
lkxxilw(:  of tllc U.S. oqxnt  r(wtrictims  rcgardi]  Ig cryl)togr:l])lly,  1 rcgrd to say  tl]at 1

ca]l]]otl  II):d{c  this  l)?]ckagc  ava i l ab le  to l)COIJIC  w]lo arc ]lot (:itiz(’lls  (n l)crlllall(:ut  rcsi(l(:nts
of tlll(’.  Ul)it(\(l  Stl:\tlcs  (N C.al]acla, aucl I callllot  s})il) this co(l(~ ol~tsid(’  of U.S. a]]cl Cal)a(lial]
lKn(l(vx.  A t  t h i s  tim(:, I  alll ]ookillg  fol assistall(c  flxnll sonl(!  Iv(:ll  IIll(nvll  a]]ollyl)lolls



,

F’rl’l) sik ill tl)c [Jnitcd S t a t e s  t h a t  alrcacly lJW a  mccha)lism in ]JIMX: f o r  distril.mti]]g
c(dc c(mt)ailli]lg  rcstrictd cll(”ry])tio]l  w h o  would  1.x willillg 10 l](HISC this ]M(.kagc slid i t s
ll])(latlcs.  lf’y(mr sitr is i]]tl(wstcd ill assisti]lf; i]] tl]is IIlanllcl, ]Jl(ws(  contact {11( alltllor. Tllc
](:(listflil)lltlic)ll  of tl]is ])ac.lwg(: is govcmc(l by t)hc q yrig]lts of tl)(: il](livicllml  collllmnclltls,
t h e  ]]lost li]lliti]]g  of wllicl]  is tllc o]lr cov(villg tll(:  lm of llSAl{l(JP’. 111 a 1111{ s11(11,  it szlj’s

tl]tlt t h e  }YI’N ]Mckagc  ]Imst lm dist]ihltc(l wjth i{s s o u r e r  CO({C [111(1 it calll]ot,  1)(J IWCY1
for xcw]lll(:  gc]lcratillg puqmscs. P l e a s e  rca(l tllc 1{ SAREF lic.(]]s( ~lgr(ml(:llt for furt hcr

i]lfo]]]]}(tlic)]l.
At this ti]nc, ITI’N l]as 1x(:H pwkl to SUIIOS  4 . 1 . X  a])(l }11’-[JX 9. OX. Ports {o Sdaris

2.X ;I]l(l  lliI~ G.x arc ill lnwgrcss. Tll(: alltll)or i s  vcry  i] It(wsl(xl  ill w(nkillg  m7itll otll(’r

ill(livi(lllnls  (n] lxnts to other l)latforllls.

Collclus;on
1]) tl till](~  wllcrc  11(tm70rk  s]liffas arc coII]IlloIdy  Im(l l~y crackers (m (Nlr networks,  our

11( ’twork 11s(!1’s (l(YMTVC all e a s y  to US()> lligl]  ])crforll]ancc I)rotoco]” to ;illmv tllclll to a c c e s s

remote  scrviccs wjth(mtl  fear of com]no]llisc, and  011] systcl]l ad] I]il]istrators (lcscrvc a way
to l)]ovi(l(: {11(:s(’ s(:rviccs to tl](:ir u s e r s  t h a t  rcquir( minimfl]  ]I]:li]ltcl]}lllcc:.  1 l)dic~’(:  tllat$
Er]’N ])rovid(s this s(vvicc w](I lIOIJC tl]at OLIICM will find  it to 1)( of SOIIIC I)ellcfit.

Acknowleclg]mnts
h(ally ~xxq)l(:  dcscrvc  a WOI1(l  of crc(lit for this 1 ):ickag(. F’ilst,  tll(l t(:lll(t  itself is fr(m]

tl]c 11S1) 4.3 Nct2 clistlil)lltic)ll. Thc IiSAlllW lilmary  has Ixc]]  ]Ilad(: availal)lc l)y R S A
1 )ata S(xnlrity  Inc.. ‘J’hc  I)FH3 lil)rary  I US(CI f(n  (lcv(lol~lncllt  (xn]](:s  fr(nll Cygnlls  Sl~l)lmrt,
LIHWUK1 ~ the k’rcw SOftw:w I“oul 1 dation. ‘1’l~is  is tlllc  emincl)t  IIistory  that this  work is lR]sc(I
011.

1{. lll(:llt  M(,a(l a)ld  t]](: IIlstitutiona]  Colnl)util]g  and Il]f(n’lllatioll  S(:lviccs  tit tllc ,J(t
l’r(qnllsi(nl  IJalmraiory  ln(n’idcxl  the fundinp,  and illllxtus  for tl~is  work.

hly  w(nk st:ljtc(l  W1]CIC Set]]  Iiol)crtsoII o f  (;ollmll)ia Illliv(]sit,y  l e f t  off, l)ort,illg  tllc
13S1) hT(\l 2 CO(l(I to S1]]10S and lillkillg  ill  tllc 1)1’;S  lilmuics. l)luillg t)llc (’ally  lmrt of
tllc cl(’l~(’lol)l]l( !lltf, a lot of w70rk was done by ,J(:fl’ Di(.ksoll  of’ .Jl)l, l]cll)illg lllc get t 11( c()(I(:
Cl(:?llld 11]) :111[1  (10  tllc Im:linlillary  T1701’li. Jill] I,ars( m of tll(: lll)iv(vsit,y  of orcgon  11(11)(x1
with lots of good advice all(l ollr cxllalwtjivc  lla(’killg s(:ssioll  to figlu(:  out, lV1lC1(’  to 1>1’(’{lli
t elnet a]l(l t elnet d to a(l(] t]l(’ Pu])lic I{(Jy stuff, hl ost of all, I)ctcr Scott of JI}l, (l(mrITcs
1]101’(! than :] Woll(l of cr(xlit  fcu his tlrcnll(:lldolls  assist ;Illcc ill  tll(’  ltltt(q  stages. lIis (q)(:lt,isc
savc(l  ]11(~ lll:l]ly wcwks of cxt]a work in gct,tillg  viiriolls  parts  to (JX(~ClltlC  l)rol)c]ly.  H(J sI]oIIIc1
get c.r(xlit,  for ]llost  /]11 of tllc l)r(:ttly  coclc tlll~lt  was  :Icl(lc(l,  all(l,  of c(nlrsc,  I rcw(lily acc(q)t
all l)lalIl(’  for tllc 11101(’ l)mt!al  ll?lcks.

~’]J(’ w o r k  (lcscri])(d ill this l)apcr was  ])crforl)  id at, the J(t ]Jlol)ulsio]l ],al)orat,ory,
Cklif(mlia ll~stitlltc of ‘.l’cchnolosy,  un(lcr contract wj( h tllc NTaliol)al Aeronautics and Sl)acc
A(llllillistliltiol).
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